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Abstract—We present decentralized adaptive filtering algo-
rithms for sensor activation control in an unattended ground
sensor network (UGSN) comprised of ZigBee-enabled nodes.
Nodes monitor their environment in a low-power “sleep” mode,
until an intruder is detected, then must decide whether to enter a
full-power monitoring and transmission mode if their estimated
average performance for activation outweighs their energy cost.
The tradeoff is formulated in terms of the energy required to
transmit data using the ZigBee protocol, probability of successful
transmission, and the expected marginal increase in global utility
resulting from a report, all of which depend on the activity of
nearby sensor nodes. Since activation control is decentralized,
and utilities are codependent, the adaptive filtering/stochastic
approximation algorithms that we propose for sensor activation
are based on game theoretic principles. We show that if each
sensor operates according to this algorithm, the entire network is
capable of actively tracking the correlated equilibrium set of the
underlying game, which varies with target motion, node failures,
or intentional parameter adjustments. We analyze the conver-
gence and tracking properties of the adaptive filtering algorithms
using differential inclusions.

Index Terms—Adaptive filter, correlated equilibrium, decen-
tralized sensor activation, differential inclusion, game theory,
regret matching, stochastic approximation, unattended ground
sensor network, ZigBee.

I. INTRODUCTION

T ASKS such as detailed environmental monitoring and in-
truder detection depend on the ability to reliably observe

highly localized events within a large coverage area. In the ab-
sence of highly sensitive equipment, researchers have proposed
deployment of unattended ground sensor networks (UGSN) to
provide this capability, by densely deploying short-range detec-
tion equipment throughout the region in question [1]. The chal-
lenge then is to coordinate the activity of a large number of de-
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vices “in the field” as efficiently as possible, so as to satisfy tight
power and bandwidth constraints.

Since sensor coordination is a costly and complex process,
we take a decentralized approach by equipping each sensor
as an independent, nonlinear adaptive filter, which optimizes
sensor performance through a utility function, to trade off the
energy cost of acquiring data against its value. The adaptive
filters/stochastic approximation algorithms control local func-
tionality only, with minimal message passing, thereby reducing
inter-sensor communication and associated energy costs.
This decentralized approach is attractive because it facilitates
self-configuration of sensors, which allows for fast deployment
as well as network robustness and scalability. Self configura-
tion is achieved by the standard approach of improving filter
performance based on time-averaged feedback.

The main idea of this paper is the following: Suppose each
sensor in the UGSN greedily optimizes its utility according to
a simple adaptive rule (described below). In this case, what can
one say about the global network performance of the UGSN?
Our main results, Theorems 3.1 and 3.2 show that the sensor
network’s performance converges to the set of correlated equi-
libria1 of the underlying noncooperative game, which can be
tracked as the system changes due to moving targets or changes
in the sensor network.

The set of correlated equilibria (see [2]) is arguably the most
natural attractive set for decentralized adaptive algorithms such
as the one considered here, and describes a condition of com-
petitive optimality between sensors. It is more preferable than
the well-known Nash equilibrium since it directly considers the
ability of sensors to coordinate their actions. This coordination
can lead to higher performance than if each sensor was required
to act in isolation. Indeed, Hart and Mas-Colell observe in [3]
that for most simple adaptive procedures, “… there is a nat-
ural coordination device: the common history, observed by all
players. It is thus reasonable to expect that, at the end, indepen-
dence among players will not obtain.”

Our main results in this paper are as follows.
• A game theoretic model for sensor activation is presented,

based on energy and performance characteristics of the

1Robert J. Aumann was awarded the 2005 Nobel prize in economics. The
following extract is from the Nobel Prize press release in October 2005: “Au-
mann also introduced a new equilibrium concept, correlated equilibrium, which
is more general than Nash equilibrium, the solution concept developed by John
Nash, an economics laureate in 1994. Correlated equilibrium can explain why
it may be advantageous for negotiating parties to allow an impartial mediator to
speak to the parties either jointly or separately, and in some instances give them
different information.”
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ZigBee communications protocol. The model allows in-
dividual sensors to tradeoff their contribution to end-user
awareness with the energy cost of activation.

• A computationally efficient (see Section II-B), decentral-
ized, adaptive filtering rule is given for activation control,
which converges to the correlated equilibrium set of the
underlying game. A constant step size algorithm allows
for tracking of the equilibrium as the environment changes
(e.g., due to moving targets or sensor outage). In stochastic
optimization problems, the usual tool for proving conver-
gence of a stochastic approximation algorithms to an op-
timum, is the ordinary differential equation approach [4],
[5]. However, in the game theoretic setting of this paper,
the network performance converges to the set of corre-
lated equilibria. It is necessary to use differential inclusions
(rather than ordinary differential equations) to analyze the
convergence and tracking properties of the algorithm. We
prove that the algorithm can track the time varying set
of correlated equilibria due to the targets or network pa-
rameters evolving according to the sample path of a slow
Markov chain. The tracking analysis presented includes
both mean square error bounds and weak convergence.

• An important aspect of the decentralized stochastic ap-
proximation algorithms used in this paper is that they re-
quire an estimate of how many neighboring sensors are
active. We present an algorithm that exploits the CSMA
structure of ZigBee/IEEE 802.15.4 for computing a max-
imum likelihood estimate of the number of nearby active
sensors, to be taken as input by each adaptive filter. This is
critical for estimating sensor interaction for the decentral-
ized adaptive filtering rule.

• Finally, we also present a timer-based pricing mechanism
for load-sharing between sensors, which prolongs effective
network lifetime by reducing energy consumption. Fair-
ness is enforced by forcing active sensors into a standby
mode after a sufficient period. We also present a dynamic
pricing algorithm that a network manager can use to opti-
mize a utility function based on the network lifetime.

• We implement the decentralized algorithms on a ZigBee
test-bed in Matlab and illustrate their performance. The
ZigBee compatible sensor network architecture is de-
scribed in the Appendix.

Why not simply activate all sensors within some pre-specified
distance of each target? The answer is that we are interested in
optimizing the trade off between energy usage and target moni-
toring, see Section II-A. We employ a game theoretic approach
due to the interdependence of individual nodes. The channel
quality, required packet transmission energy and usefulness of a
sensor’s information all depend on the activity of other sensors
in the network. Thus, each adaptive filter must observe and react
to other sensors’ behavior in an optimal fashion. This sets up a
dynamic system in which each adaptive filter and its environ-
ment (other filters/sensors) self-adjusts in order to adapt to each
other, instead of treating other sensors as static entities. This re-
active behavior is also the reason why our approach works better
than a deterministic strategy for greedily optimizing the utility;
see Section IV-A for numerical examples. The simple decen-
tralized adaptive filtering rule used here is based on the recent

economics literature on regret-based algorithms, initiated in [3]
and [6]. At successive times, each filter/sensor chooses its ac-
tions based on its performance history. By suitably randomizing
amongst the set of “best” responses to this history, play con-
verges to the set of correlated equilibria, guaranteeing local op-
timality for each sensor node. A useful approach is to formulate
this rule as a decentralized stochastic approximation deployed
by the UGSN, which uncovers relations to similar problems in
reinforcement learning for stochastic control [7], as well as op-
timization and parametric identification problems (e.g., recur-
sive maximum likelihood and recursive expectation maximiza-
tion algorithms [8]); see [4] and [5] for expositions of this area.

Game theoretic analysis of decentralized problems in
UGSNs are becoming increasingly common; see [9] for a
general overview. Other instances include, multihop routing,
random access over a common channel [10], transmission
power control, and topology control [11]. The common ap-
proach in these papers is to define a utility function that each
system component selfishly maximizes, and then analyze
system performance at the Nash equilibrium point of the re-
sulting game. What has not been studied is games in which
sensor nodes must decide how to sense their environment,
as opposed to how to transmit their information. In addition,
research so far has used only the Nash equilibrium concept; no
attention is paid to correlated equilibria, despite the advantages
of correlated equilibria mentioned above.

There has been much recent research in energy saving mech-
anisms for sensor networks [12]. The survey paper [12] speci-
fies four generic modes for sensors ranging from transceiver on,
sensing on; transceiver off, sensing on; transceiver on, sensor
off; and transceiver off, sensor off. In this paper, we deploy game
theoretic learning algorithms for sensors to pick their mode.
Also network lifetime optimization has been studied in [13] and
[14] (in the context of optimal routing protocols in multihop net-
works), and using Markov decision processes in [15].

The paper is organized as follows. Section II presents
the game theoretic approach to the sensor activation control
problem. Sensor awareness, utility, and an adaptive procedure
for increasing individual sensor utility and the resulting overall
utility are discussed. Section III provides a detailed conver-
gence analysis of the adaptive filtering procedure to the set of
correlated equilibria operating points, especially for the case of
moving targets in the UGSN. Numerical results are presented in
Section IV, and conclusions follow in Section V. The Appendix
summarizes the physical characteristics of the UGSN, including
the ZigBee non-beacon-enabled communication protocol.

II. DECENTRALIZED ENERGY-AWARE NODE ACTIVATION

This section describes our decentralized approach to the
sensor activation problem. Section II-A formulates the model
by which sensors obtain target measurements and a utility
function to be maximized by each sensor node, Section II-B
details the simple game theoretic adaptive algorithm that each
sensor deploys to greedily optimize their utility. Section II-C
shows how each sensor can estimate its utility.

The task of the UGSN is to perform effective target detec-
tion and localization, using as few sensor nodes as possible
so as to maximize lifetime. The problem of each sensor
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is to select an optimal action from the set
. We define the set to represent the

space of joint action of all sensors in the network. We con-
sider a decentralized solution since it provides us with a simple
and scalable algorithm for sensor node activation (since there is
no central controller or lengthy negotiation), and since sleeping
nodes do not have to periodically turn on a receiver to obtain
instructions, leading to greater energy efficiency.

A. Measurement Model and Activation Control Utility
Function

1) Sensor Measurement Model: Sensor nodes use typically
passive components to detect and relay information on targets
with a specified sensor signature within their detection range.
Let vector denote the set of target positions at discrete time .
Assuming the target signal intensity falls off as an inverse square
of its range, the target signal level received at each individual
sensor node is modeled as

(1)

denotes the number of targets, represents the normal-
ized intensity of target (e.g., at one meter),

is the distance from sensor node to target at
discrete time , represents a signal saturation level, and

is zero-mean, finite-variance and (possibly) spatially
correlated noise at time . Since we are concerned with sensor
activation control, the measurement model is abstracted to a
utility function below. Thus, details of the measurement model
and noise structure are less important.

2) Activation Control Utility: To implement decentralized
activation control, each sensor is equipped with an adaptive fil-
tering algorithm, which evaluates alternative actions

. Employing standard game theoretic nota-
tion, let where represents the joint actions of
the other sensors. The tradeoff between target monitoring and
energy usage is captured by utility function: See (2), shown at
the bottom of the page. The various terms in (2) are now defined.

is a reward proportional to the expected contribution to
an end user’s (base station) utility associated with the informa-
tion sensor can provide. In the Appendix, is derived
from a global utility function; the final form is

(3)

where and (4)

Here is a pricing parameter that can be adjusted by a network
controller (see Section III-F). is the set of sensor nodes
belonging to the same cluster as , and is the set of nodes
“near” (i.e., in neighboring clusters). affects the success
of transmission attempts, as described in the Appendix, while

affects the contribution of sensor ’s information, since
nearby active nodes are likely seeing the same target as .

The term in (2) denotes energy cost of trans-
mission and is specified in (24) in the Appendix as a function
of to allow transmission power to vary by sensor node. The
additional energy cost of activating [not taken into account by

in (24)], is given by , calculated from
Table IV in the Appendix as follows:

(5)

Here is the frequency of sensor node activation decisions,
and are the (small) proportions of time spent sensing the
environment and channel, respectively, in sleep mode. Finally,

in (2) is a user-defined parameter that weighs the energy
usage of a sensor compared to its performance.

The key feature that characterizes our study as a game is that
for each sensor , the utility in (2) is a function of
(and depends on the number of other active nodes). Further de-
tails on modeling the activation reward are given in the
Appendix.

Since the MAC layer performance is accounted for in the ac-
tivation decision, the activation layer interacts with the ZigBee/
IEEE 802.15.4 layer as in Fig. 3. The communications for each
sensor uses ZigBee/IEEE 802.15.4 with CSMA/CD as detailed
in Algorithm A.1 in the Appendix.

B. Nonlinear Adaptive Filtering for Sensor Activation

We now present the decentralized adaptive filtering algorithm
that each sensor node deploys to decide when to activate itself.
It is an adaptive variant of the regret matching procedure of [6].
It dynamically adapts the behavior of sensors to time varying
environmental conditions. At each decision period

Sensor nodes take joint action

with Sensor taking action (6)

With suitable abuse of notation we denote the size of set as
. To implement the algorithm, each filter/sensor uses the po-

tential utilities associated with past joint actions
to derive regret values , according to

,
.

(2)



KRISHNAMURTHY et al.: DECENTRALIZED ADAPTIVE FILTERING ALGORITHMS FOR SENSOR ACTIVATION IN A UGSN 6089

Fig. 1. Energy required for each packet transmission attempt in a network of �
active sensor nodes, plotted for several values of� , the rate of transmissions per
second per node. The energy decreases in crowded networks because the node
often aborts transmission due to lack of a clear channel. Packets are of length
50 B, transmission power is 0 dBm.

Fig. 2. Probability of successful packet transmission in a network of � ac-
tive sensor nodes, plotted for several values of � , the rate of transmissions per
second per node. Packets are of length 50 bytes, transmission power is 0 dBm.

Fig. 3. Decentralized adaptive filtering interpretation of sensor activation
control. Sensors adapt to local target observations and intersensor competition
through the ZigBee MAC layer.

the stochastic approximation (9) below. The complete, decen-
tralized procedure is summarized below.

Algorithm 2.1: Decentralized Nonlinear Adaptive Filter
for ZigBee Node Activation: The regret-based algorithm
for sensor node activation has parameters

, where are the utilities, is a sequence
of small step sizes, and are arbitrary initial regrets and
actions.

Each sensor independently executes the following.

1) Initialization: Set , and take action . Initialize
regret .

2) Repeat for , the following steps:

Action Update: With , choose action
with probability

(7)

Regret Value Update: Estimate , and estimate
utility and using Algorithm 2.2
below. Thus, compute the matrix with entries:

(8)

Update regret matrix via the stochastic approximation
(SA) with step size :

(9)

Here (decreasing step size) or (constant
step size), where .

Discussion of Algorithm 2.1:

i) Decentralized Structure: In the above algorithm, each
sensor does not need to know the individual actions of other
sensors, network topology or the total number of sensors. Each
sensor only needs to know the effect of other sensors on its
utility function of sensor . This is estimated using the user
activity from the ZigBee protocol in Algorithm 2.2 below.

ii) Adaptive Filtering Interpretation for Regret Matrix Up-
date: Depending on whether a decreasing step size or constant
step size adaptive filtering update (9) is used, the regret matrix
can be re-expressed as

if step size

if step size (10)
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These values reflect the (weighted) average potential difference
in utility had used action instead of action in the past.
Thus, (7) of Step 2) means that each sensor node switches from
its current action to with probability proportional to
(if it is nonnegative). Hence, in the constant step size version
of Algorithm 2.1, actions are chosen with probability propor-
tional to their moving average. The decreasing step size choice

is the original regret matching algorithm of [6].
We also point out the generality of Algorithm 2.1, by noting
that it can be easily transformed into the well-known fictitious
play algorithm (see [16]) by choosing
deterministically, where , and the extremely simple best
response algorithm by further specifying .

iii) Decentralized Adaptive Filtering Interpretation for
Linear Feasibility Problem: The set of correlated equilibria to
which Algorithm 2.1 converges (shown below in Section III)
is a convex set of strategies representing competitively optimal
behavior between sensors. Theoretically, finding a correlated
equilibrium in a game is equivalent to solving a linear feasi-
bility problem [(12) below], which is a linear program with a
null objective function. Algorithm 2.1 is an iterative learning
based procedure (adaptive filtering algorithm) for solving this
problem, which is interesting because of its decentralized
nature.

iv) Time Varying Utility – Moving Targets or Changing Net-
work: The target position is regarded as a slowly varying pa-
rameter of the utility function in Algorithm 2.1. Since the utility
varies (due to moving targets), a constant step size in Algorithm
2.1 is needed to keep sensor nodes responsive to the changes. In
Section III-D, we analyze the tracking properties of Algorithm
2.1 when is a slow Markov chain. Apart from moving targets

, it is also possible to use Algorithm 2.1 in a time varying
environment where the sensor network changes due to sensor
failure, see remark in Section III-D.

v) Computational Complexity: At each iteration, Algorithm
2.1 requires estimates of the activity of other nodes to calculate

. This is carried out through Algorithm 2.2 described
below. Other than this, the computational complexity of Algo-
rithm 2.1 is small, and therefore suitable for implementation in
a UGSN. At each iteration, each filter/sensor needs to perform
one table lookup to calculate the utility given the current read-
ings of . Two additions and two multiplications update
the regret value, and one random number, one multiplication and
one comparison suffices to calculate the next action. In total, as-
suming random numbers are stored in a table, this requires two
table lookups, one comparison, and five arithmetic operations
per iteration.

vi) Interpretation of in (7): is a normalization factor to
ensure that the right-hand side of (7) are valid probabilities.
can be viewed as an inertia parameter, see [6]. A higher yields
lower probability of switching. Note that the convergence of the
algorithm holds for any ; however, the
rate of convergence can change with .

C. How Does a Sensor Estimate its Utility Function in
Algorithm 2.1?

Equation (8) in Algorithm 2.1 requires each sensor to esti-
mate its utility (2) online. This requires each sensor to com-

pute estimates of in (4). In a decentralized system,
where each sensor uses ZigBee/IEEE 802.15.4 CSMA/CD as
described in Algorithm A.1 in Appendix B, the only informa-
tion received by each sensor is the success or failure of its clear
channel assessment CCA attempts. The proportion of successful
CCA attempts by each sensor can be related to the traffic level
through (22) in Appendix B. This can be used to obtain max-
imum likelihood traffic estimates as we now describe. Suppose
sensor activity remains relatively constant over the time it
takes for a node to perform CCA attempts. Then each CCA at-
tempt represents a Bernoulli trial with success probability (prob-
ability of a clear channel) given by (22). It is easily checked that
the maximum likelihood estimate of the traffic level is

(11)

where is the number of successful CCA attempts in the last
attempts, and the second equality is obtained via (22). ( is the
probability of a node transmitting and is defined above (22) in
the Appendix.) A similar procedure can be used for estimating

. By tracking the proportion of successful CCA attempts,
we may thus estimate activity through the following algorithm.

Algorithm 2.2: Estimating Active Sensors: Select a history
length . Repeat the following:

1) Each time a CCA is performed, update as the number of
successful CCAs of the last attempts.

2) Compute according to (11).
3) Periodically perform CCA attempts on the channel

frequencies of any nearby clusters. Update
as the number of successful CCAs of the last

attempts.
4) Compute , where each is computed

according to (11) with argument .

Since CCA successes are i.i.d., the estimates provided by Al-
gorithm 2.2 are unbiased. To ensure accurate estimates, we must
ensure that CCAs are done with some minimum frequency, so
that traffic levels do not change too frequently. Hence, extra
CCA activity must be carried out on top of those used for trans-
mission. This is especially important when the sensor node is
asleep for long periods. In sleep mode, this minimum frequency
is set according to the quantity in (5).

An advantage of this method is that very little signal pro-
cessing needs to be done to determine whether a channel is busy
or idle, which results in significant energy savings. This can be
carried even further; if sensors can directly sample the energy
on the RF band, as suggested in [17] then the number of sen-
sors can be estimated at a high duty cycle with very little energy
expenditure.

III. GAME THEORETIC ANALYSIS OF DECENTRALIZED

ALGORITHM 2.1

The aim of this section is to show that if each sensor (player)
deploys the decentralized adaptive filtering Algorithm 2.1, then
the global network performance converges to the set of corre-
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lated equilibria in various ways. Section III-A defines the cor-
related equilibrium set of a game. We then define what is meant
by “global system performance” in Section III-B. Sections III-C
and III-D present technical convergence (almost sure conver-
gence and weak convergence) and tracking results for Algorithm
2.1 via a differential inclusion approach. Section III-E examines
the structure of the correlated equilibrium in two special cases.
Finally, Section III-F presents improvements for Algorithm 2.1
through pricing and outer-level stochastic optimization.

Definition of Correlated Equilibrium for Noncooperative Game

Consider a game with players. The problem is for each
player to devise a rule for selecting actions
from a set (with size ), to maximize the expected value of
their utility function . Since each player only
controls one of variables, this requires careful consideration
of the expected actions of other players. The standard solution to
this problem is an equilibrium, which identifies stable operating
points of the game. The most common such equilibrium is the
Nash equilibrium. We focus on an important generalization of
the Nash equilibrium, known as the correlated equilibrium [2],
[18], defined as follows.

Definition 3.1: Define a joint strategy to be a probability
distribution on the jointactionspace .Any

may be decomposed into marginals for any , where
is the marginal probability distribution (strategy) of , and

is the marginal distribution of all players but . Then for fixed
positions of the targets, the set of correlated equilibria
is the convex set [see (12), shown at the bottom of the page].

One intuitive interpretation is that provides eachplayer with
a private “recommendation” . Based on this, and knowing

,aplayercouldcalculateaposterioriprobabilitydistributionfor
the actions of other players, and hence an expected utility for each
action. The equilibrium condition states that there is no deviation
rule that would award a better expected utility.

Some Intuition on Algorithm 2.1: Assuming is the same
for all , condition (12) can be written in matrix form as:
(elementwise), . Here represents a row vector of ones,
and is an matrix with entries

(13)

where and correspond to a unique row of , and
correspond to a unique column. From (13), it is clear that the set
of correlated equilibria is a convex set.

There is a distinct similarity between (13) and (8); if we let
denote the representation of joint action in the space

of probability distributions on , then the regret update (9) in
Algorithm 2.1 can be rewritten (simultaneously for all players)
as .

There are several benefits for considering a correlated equi-
librium. It permits coordination between players, and can lead

to improved performance over a Nash equilibrium [2]. The set
(12) is also structurally simpler than the set of Nash equilibria;
it is a convex set, whereas the Nash equilibria are isolated points
at the extrema of this set [19]. Since the set of correlated equi-
libria is convex, fairness between players can be addressed in
this domain. Finally, decentralized, online adaptive procedures
naturally converge to (12), whereas the same is not true for
Nash equilibria (the so-called law of conservation of coordina-
tion [20]).

A. Global Network Performance

Our goal is to show that when each filter/sensor deploys
Algorithm 2.1, the global network performance of the UGSN
converges to the set of correlated equilibria defined
in (12). Let us now define the global network performance,
denoted . Recalling the joint action space in (6), let

denote the dimensional unit
vector with the one in the position. It represents the index
of any specific action -tuple of all sensors, from the joint
set of possible actions .

Definition 3.2 (Global Network Performance): Let each
sensor pick its action according to Step (2) of Algorithm
2.1. (Recall from (6) that the dimensional vector denotes
the actions taken by all sensors at time .) The global network
performance up to time is either or

, where .
The first definition above is the average empirical distribution

of play of all sensors and will be used for the decreasing step size
version of Algorithm 2.1, i.e., when step size .
The second definition is a discounted average empirical distri-
bution of play of all sensors and will be used for the constant
step size version , of Algorithm 2.1. In both cases, the di-
mensional vector is an empirical distribution.

Network Lifetime: Why does qualify as a measure of
global network performance? It represents the complete history
of actions that all sensors have taken till time . Given ,
the total expected reward/cost accrued by the network can be
straightforwardly computed. Also the network lifetime can
be computed as follows: Out of the elements in ,
elements denote how many times the sensors were used
until time . Denote this subvector as . (The remaining

elements of denote how many times the sensors were
not used.) As in [15], define the network lifetime as the
minimum time at which one sensor is used more than times,
where is user defined (and measures the total battery energy
of a sensor). Then

(14)

Note that is a network “diagnostic” since it does not need
to be computed by the network. It is only used for the conver-
gence analysis of Algorithm 2.1 below. That being said, a net-

(12)
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work controller can monitor and use it to adjust the price
of sensors, thereby changing the equilibrium set in novel ways.
We explore this in Section III-F where the sensor manager op-
timizes an utility function based on the network lifetime.

In the remainder of this section, we are interested, as in [6], to
prove convergence of to the set of correlated equilibria
defined in (12). Recall that as if

as (15)

For the purposes of the convergence proof, it is convenient to
rewrite as a stochastic approximation

where or (16)

As is widely done in formulating stochastic approximation con-
vergence proofs, it is convenient to work with the following
piecewise constant continuous-time interpolated processes, see
[4] for an extensive discussion.

Definition 3.3: i) For constant step size , define the
interpolated global network performance for

. ii) For decreasing step size ,
define . Then define the sequence of interpolated
process , as for ,
and for .

Note that while is a discrete time random process,
and are continuous time random processes obtained by
interpolating .

B. Convergence Analysis of Algorithm 2.1 for Localization
of Targets

The assumption in this section is that all the targets remain
at a fixed position, so that is a fixed constant. That is, we
are interested in decentralized sensor activation for localization
of multiple targets Our goal is to show that when each filter/
sensor deploys Algorithm 2.1, the global network performance

of the UGSN converges to the set of correlated equilibria
defined in (12).

Because of the set theoretic nature of the results, the conver-
gence analysis is carried out via a differential inclusion, the set
theoretic extension of a differential equation. The proof of the
following lemma can be found in [4, Ch. 6 and 8]. This lemma
(a generic differential inclusion result for any process) will
be used to obtain the convergence results.

Lemma 3.1: Consider a generic stochastic approximation al-
gorithm , where is either a constant
step size or decreasing step size . Assume
that for each , is continuous, and for each , is
bounded. Assume that for each fixed , there is a set such
that

in probability when
almost surely when

Define the interpolated process and as in Definition
3.3. Then and converges to almost surely (for
the decreasing step size case as ) and weakly (for the
constant step size case as ). The limit is a solution of
the differential inclusion .

For fixed target position , define the following differential
inclusion as in [21]

(17)

Here is the set of all probability distributions over joint
actions of the remaining sensor nodes. Also, is the
set of probability distributions over s action set , such that
for all ,

where (18)

Recall above is defined in (8). Convergence of (17) to the
set of correlated equilibria defined in (12) is established in
[21, Sec. 5] by a Liapunov argument. We now present the main
convergence result.

Theorem 3.1: Consider the interpolated processes defined in
(3.3) generated by the sensor activation Algorithm 2.1. Then for
fixed target positions , the following results hold.

1) Under a decreasing step size , the trajec-
tory of the interpolated stochastic approximation algorithm

for the global network performance converges almost
surely to a trajectory whose dynamics are given by the
differential inclusion (17).

2) Let be any sequence of real numbers satisfying
as . For decreasing step size algorithm,

as , converges almost surely to the set
of correlated equilibria in (12).

3) When , converges weakly as to
given by (17).

4) Let be any sequence of real numbers satisfying
as . For the constant step size algorithm,

as , converges weakly to the set of cor-
related equilibria in (12).

Interpretation of Theorem 3.1: A generic differential inclu-
sion is of the form , i.e., it specifies a family
of trajectories. It is a generalization of a differential equation

which comprises of a single trajectory. For sto-
chastic approximation algorithms used in optimization, typi-
cally the limiting process is an ordinary differential equation.
Here, since we are interested in the set of correlated equilibria
(rather than a point), the limiting process is a deterministic dif-
ferential inclusion.

Part 1 states that for decreasing step size , the trajectory
of the interpolated process converges almost surely to the tra-
jectory of the differential inclusion (17). Part 2 states that this
differential inclusion (17) converges asymptotically in time to
the set of correlated equilibria. Without , converges
to that satisfies the differential inclusion. The addition of

looks at large time behavior of the limit process as
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time goes to . Thus, it is a stability consideration. However,
instead of first letting as in part 1 to get the limit differ-
ential inclusion and then in the second step letting , this
is to be done in a single step so that everything is parameterized
by , resulting in the addition of the sequence .

Parts 3 and 4 say that same thing for the constant step size
case. Obviously, for the constant step size case, the algorithm
converges weakly rather than almost surely. Recall that weak
convergence is a generalization of convergence in distribution
to a function space. The interpretation of is similar to that

. In part 3, we consider small and large, but remains
to be bounded, whereas in part 4, we examine the stability of the
limit dynamic system as the continuous time going to . How-
ever, this is to be done in one step. Thus, in lieu of considering
a two-stage limit by first letting and then letting ,
we look at and require . Apparently, this
is equivalent to letting in the limit dynamic system. We
refer the reader to [4] for an extensive discussion.

Outline of Proof: The proof uses concepts in stochastic av-
eraging theory. First, note that by the argument of (see [21, pp.
334–335], it can be shown that

(19)

as for any , where the convergence takes place
either in the sense of almost surely for the decreasing step size
case, or in probability for the constant step size case. With (19)
holding, Lemma 3.1 implies that the interpolated processes in
Definition 3.3 converges to (either almost surely or weakly)
that satisfies (17). The rest of the proof follows from the standard
argument in [4]. Details are omitted.

For static game conditions, and step size ,
Algorithm 2.1 is exactly the regret matching algorithm intro-
duced in [6], and convergence to the set of correlated equilib-
rium is proved there. For dynamic game conditions, Theorem
3.1 states that if the game varies slow enough, then the equilib-
rium set is still tracked through time by the algorithm. This is
important because it guarantees that the pricing modifications
in Section III-F are valid, and that slowly moving targets and
sensor failures are supported.

C. Convergence Analysis of Algorithm 2.1 for Moving Targets

The analysis in the previous section assumed that all the target
remained in fixed positions . The purpose of this section
is to analyze the tracking performance of Algorithm 2.1 when
the targets evolve slowly according to
a finite state Markov chain. This means that the set of corre-
lated equilibria defined in (12), now jump changes as
evolves over time. Given that the measurement process at sen-
sors occurs at a much faster time scale compared to the move-
ment of the targets, formulating the target dynamics as a slow
Markov chain is a reasonable assumption. Our aim is to show
that Algorithm 2.1 can satisfactorily track the time-varying set
of correlated equilibria of the network. It is important
to keep in mind that the Markovian assumption of the target is

only used in our tracking analysis below. In particular, the im-
plementation of Algorithm 2.1 does not require knowledge that

is Markovian explicitly and the dimensionality of does
not affect the algorithm implementation.

Remark. Slow Markovian Changes in Sensor Network: In-
stead of a moving target, one can also consider the case where
the network changes due to failure of sensors. With abuse of no-
tation, let denote the number of alive sensors in the network
at time . Assuming that sensors die according to a geometric
distribution, then evolves as a Markov chain. In this case the
joint action space (see Definition 3.1) evolves with .
As a result in (12) is a function of as is the set of cor-
related equilibria . Similarly other factors such as slow
jump changes in the network communication channel quality
also cause the correlated equilibrium set to change. Algorithm
2.1 and the analysis below applies to these cases.

Suppose, for the purpose of analysis, , the target position
parameterizing (8), evolves according to a slow Markov chain
with a finite state space and a transition
matrix of the form , where is the identity
matrix, is a small parameter, and is a generator of a
continuous-time Markov chain (i.e., satisfying

for , for each . As a result the correlated
equilibrium set jump changes according to . In what follows,
we consider the following two cases.

i) Slow Target. : Hence, the targets evolve on a
slower time scale compared to the adaptation speed of the
stochastic approximation Algorithm 2.1 which has step
size .

ii) Matched Targets. : The targets evolve on the
same time scale as the adaptation speed of Algorithm 2.1,
i.e., the target dynamics are matched to the stochastic ap-
proximation algorithm dynamics.

Depending on the time scale in which the targets evolve, the
following theorem analyzes the tracking performance of Algo-
rithm 2.1. Define the continuous time interpolated process .
Also define the continuous time interpolated process for the tar-
gets’ positions as for .

Theorem 3.2: Using a constant step size in Algorithm
2.1, the following hold:

1) Mean Square Tracking Error for Slow Targets: If
, then for each and for sufficiently

large, .
2) Differential Inclusion Limit for Slow Targets: If

, then as , the pair of processes
converges weakly to that satisfies

the differential inclusion (17) except that now is
defined analogously to (18), but with explicit dependence
on .

3) Markov Switched Differential Inclusion Limit for Matched
Targets: If , then as ,
converges weakly to where is
a Markovian switched differential inclusion. That is,

satisfy (17) with

. Here is a continuous-time
Markov process with generator .

Interpretation of Theorem 3.2: By a slow Markov chain ,
we mean that the chain changes its state relatively infrequently.
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Thus, the time-varying parameter stays in a state (a constant) at
most of the time, and jumps to another location at random in-
stance. Note that the infrequent changes make it possible for us
to track the time-varying parameter process. If it changes too
fast, then it is not possible for an adaptive filtering algorithm to
keep track of the time-varying parameter. In the traditional anal-
ysis of adaptive filtering algorithms, one typically works with
a time-varying parameter whose trajectories change slowly but
continuously. In comparison, here, we allow the parameter jump
changes with possibly large jump size. The results in Theorem
3.2 depend on how “slow” the Markov chain changes.

Part 1 and Part 2 of Theorem 3.2 assume that the Markov
chain (target) dynamics are much slower than the adaptation
rate. The detailed analysis for this claim follows from the anal-
ysis given in [22]. Part 1 deals with mean square error conver-
gence analysis of Algorithm 2.1 for a small but finite step size .
It says that for a slowly moving target , the stochastic
approximation algorithm can successfully track the time varying
correlated equilibrium set with mean square error .
Part 2 deals with the interpolated process for the
case , but in the limit as . It can be viewed
as a generalization of Part 3 of Theorem 3.1 to the case where
the target can have jump changes. As mentioned earlier for sto-
chastic approximation algorithms used in adaptive filtering and
optimization, often the limiting process is an ordinary differen-
tial equation. Here, since we are tracking a set (rather than a
point), the limiting process is a deterministic differential inclu-
sion. Part 2 says that since target evolves on a slower time
scale, its variation can be asymptotically “ignored” and the sto-
chastic approximation algorithm converges weakly to the time
varying correlated equilibrium set.

Part 3 of Theorem 3.2 is technically the most difficult case.
Here the target and algorithm have matched speeds. In this case,
a much more sophisticated proof methodology is required, see
[23]. Part 3 says that the limiting process is a randomly (Mar-
kovian) switched differential inclusion rather than a determin-
istic differential inclusion. Whether the limit set of such a ran-
domly switched differential inclusion is the set of correlated
equilibria is not known and is an open issue. It is quite remark-
able that the limit process of a stochastic approximation algo-
rithm is another random process—typically stochastic approxi-
mation algorithms have a limiting process which is a determin-
istic differential equation or differential inclusion.

Outline of Proof: Due to limited space, we provide an out-
line of the proof. The proof is a combination of convergence
analysis provided in the last section and the two-time-scale for-
mulation for Markov chains (see [24]). For the proof of part 1,
using a perturbed Liapunov function argument [4] (see [22] for
details), for small and , we obtain for sufficiently large,

. Note that to obtain such a re-
sult, we have not used any relative order of and up to this
point. Next, using , we establish the desired result. As
a consequence, . The rest of the
proof is a modification of two-time-scale algorithms for tracking
parameter variations studied in our previous work [23], [22] in
conjunction with the differential inclusion for correlated equi-
libria. In what follows, we only indicate the main steps of the
proof. In fact, we will only comment on the last assertion. Re-

call that in this case, . For convenience, we simply
put in what follows. Mainly because this part of the
proof is more difficult than the first two assertions. Denote by

, the probability
distribution vector. Then it can be show that for each
and , , with

satisfying . In the above, for
with , denotes its transpose. Similarly, we obtain
related convergence result for the corresponding transition prob-
ability matrix. Next, we can show that converges weakly
to a Markov chain whose generator is given by ; see [24] (also
[23]) for details. To proceed, consider the pair . We
use martingale averaging ideas to obtain the desired limit. To
do so, we show that the sequence of two-component process

is tight in the space of functions that are right con-
tinuous with left limits endowed with the Skorohod topology
(see [4]). Then we can extract a weakly convergent subsequence.
We then use the averaging techniques to finish the proof (see
[23]).

D. Structure of Correlated Equilibrium

Having proved that the global network performance con-
verges to a correlated equilibrium, the aim here is to say
something more about the correlated equilibrium in the special
case when it is deterministic.

Theorem 3.3:
i) If the correlated equilibrium is deterministic, and the

number of sensors in each cluster is less than the critical
point of (24), then the resulting sensor deployment is a
Pareto optimal Nash equilibrium.

ii) If the correlated equilibrium is deterministic, and the
overall system objective is to maximize:

(20)

[i.e., trade off the end-user utility with the total energy
consumed; see (5), (25), and (24)] then the equilibrium
deployment is optimal in the sense that any unilateral de-
viation will reduce (20).

Part 1 of Theorem 3.3 guarantees that the utility (2) is concave
in the number of active sensors. This implies that no group of
sensors can improve their situation cooperatively if they cannot
do so independently. A formal proof follows.

Proof: For the first part, we wish to show that there is no
other deployment that makes at least one sensor better off and
no sensor worse off (a deterministic correlated equilibrium is
a Nash equilibrium by definition). Let the equilibrium point
be and define when and vice versa.
Consider a sensor such that . By the equivalence of
negative regret and correlated equilibrium set (see Section III),
we have ,
i.e., , which implies that is worse
off if it chooses action 0 (and gets zero reward), regard-
less of others’ actions. For a sensor , we have

, i.e.,
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, so cannot gain by unilaterally
choosing . Moreover, if multiple sleeping sensors
simultaneously activate, their loss will be even worse, since

is decreasing in , and is increasing by
hypothesis. Hence, there is no globally beneficial deviation and
Pareto optimality holds. For the second part, it is enough to
note that iff

Since each sensor activates if and only if its utility is positive, a
consideration of (20) shows the result holds.

The analysis above reveals a connection between optimality
and the set of correlated equilibria, which results from our
choice of utility function. This suggests that our approach is
competitive with similar approaches to sensor deployment,
either centralized or decentralized.

E. Sensor Load Balancing and Pricing for Extending Network
Lifetime

Under Algorithm 2.1, if target activity persists in a given area
for a long period, the adaptive filters will tend to converge to a
single action, tending to activate some nearby sensors to mon-
itor the target indefinitely. This may waste resources, prema-
turely burning out sensors instead of sharing the load. Another
drawback is that regret averaging results in a lag between target
motion and an appropriate response. To remedy these problems,
we introduce two improvements in the following algorithm: a
two-level pricing dynamic, which changes sensor incentives if
they are steadily active for a specified number of iterations, and
a reset mechanism for the regret, which activates in the event
that no targets are nearby.

Algorithm 3.1: Timer-Based Pricing/Event-Based Reset:
Each sensor is set with timeout parameter , and pricing levels

and performs the following.

1) Initialization: Initialize an action counter , and de-
fine a “Normal” and “Backoff” state. Initially set “ ”
= “ .” Also set a threshold parameter for the
sensed target distance.

2) Repeat for iteration :
if , i.e., if the action from the last iteration is
repeated, increment counter .

3) if , toggle the state between “Normal” and
“Backoff,” and reset .

4) Set in (3) for utility calculations in Al-
gorithm 2.1.

5) Concurrently, reset the regret values according to sensor
readings in either of the following events:

a) if and , reset the filter regret
;

b) if and , reset .
Algorithm 3.1 introduces a two-level pricing which switches

the sensor on or off (if is low enough) periodically,
allowing other nearby sensors to rest or take over as appropriate.
It also mitigates the adverse effects of using averaging to track

the regret values in two ways. First, if an active sensor suddenly
loses track of its target(s), it will be endowed with a high re-
gret for remaining active and thus quickly switch to sleep mode.
Second, if an inactive sensor suddenly observes a target, it will
be prepared to switch quickly to active mode should a target ap-
pear since its average regret is only slightly negative.

Provided that Algorithm 2.1 utilizes a constant step size, the
changes initiated by Algorithm 3.1 can be tracked by the sen-
sors, and the result can significantly improve sensor network op-
eration. Timer parameters must be chosen carefully; faster time-
outs distribute effort more even, but also impact performance
since the best sensors are often in backoff. We study the tradeoff
through simulation in Section IV.

Network Lifetime and Dynamic Pricing Adjustment: The
pricing levels (and similarly the timer parameter ) can be set
by stochastic optimization on a slow time scale relative to that of
Algorithm 2.1. To motivate this, suppose that there is a network
manager (or base station) that monitors the sensor network on
a slow time scale labeled . (This in contrast to the
fast time scale used in Algorithm 2.1.) At the end of each
period , the network manager computes the unpriced global
utility, according to (25) averaged over the (possibly
moving) target trajectories. If the future utilities are discounted
by , and the present value of is indicative of future
values, the network manager should set the relative sensor prices
(parameter in Algorithm 3.1
to maximize the following utility .
Here is the network lifetime define in (14). The sensor
utilities are varied by a broadcast transmission from the
sensor manager (base station) on the slow time scale. The
sensor manager can use a stochastic gradient algorithm (e.g.,
Kiefer–Wolfowitz) to select the current relative price . It
estimates based on the number and content of reports
received and evaluates . Then derivative is
estimated using a finite difference or simultaneous perturbation
methods (SPSA) as in [25], and a new pricing parameter is
broadcast to be used by each sensor in interval , satisfying:

(21)

for step size . The following is a standard result from sto-
chastic optimization (see [4] and [25]).

Theorem 3.4: The sequence com-
puted in (21), with asymptotically unbiased estimates for

, converges almost surely to a locally op-
timal price, provided that ,
and .

The slow time scale stochastic pricing operations described
above are important factors in the long-term performance of the
UGSN.

IV. TEST BED AND NUMERICAL RESULTS FOR

ZIGBEE-ENABLED UGSN

In this section we present simulation results illustrating the
algorithms in Section II-B for representative scenarios. For this
purpose, a simulation test bed for ZigBee sensor nodes was
developed in Matlab, using the TrueTime simulation package,
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Fig. 4. Utility is only high when target locations change sufficiently slowly.
The solid line represents the case where the regret ��� is reset as in Section III-F.

Fig. 5. As target motion increases, the proportion of time spent in suboptimal
states increases. The solid line represents the case where the regret ��� is reset
as in Section III-F.

[26]. This package provides a ready-made event-based simu-
lator for ZigBee compatible UGSNs, which can be run in par-
allel with other Matlab code, allowing us to simultaneously sim-
ulate both target dynamics and node activity. The node activity
in turn comprises of Algorithms A.1 in the Appendix, and Al-
gorithms 2.1 and 2.2. Note Algorithm A.1 for the ZigBee/IEEE
802.15.4 CSMA/CA protocol is fully specified by the TrueTime
package with default parameters specified in Table III in the
Appendix. For each sensor, the active transmitter and receiver
power requirements that enter the utility function [see (5)] are
summarized in Table IV of the Appendix.

The adaptive filtering Algorithm 2.1 specifies that sensor
nodes should activate only when they are close enough to a
target, and far enough from other active nodes. In this section

we discuss the performance of the regret tracking algorithm for
the following scenario:

• the UGSN comprises of sensor nodes deployed
uniformly over a 100 100-m grid, and 10 hubs;

• we consider and targets, each of which
radiates an acoustic signature with mean intensity 1 and
variance 0.05, at 1 m.

We consider a bandwidth-intensive application, in which acti-
vation decisions are made every 20 ms, and 100 B of data are
transmitted each decision period by active sensor nodes. The pa-
rameter values for the simulation are specified in Table I. Phys-
ical parameters are , , meaning that
sleeping sensors only wake up 1% of the time for monitoring,
and that the sensor itself is saturated when its target is closer
than 0.5 m. The value is calculated by considering the
average distance from a target to a sensor, given 500 sensors in
a 100 100-m grid. The adaptive filtering Algorithm 2.1 was
embedded into the simulated ZigBee test bed, and the outcomes
averaged over 30 independent simulations were used to obtain
the results below.

A. Tracking Dynamic Targets: Comparison of Performance

We first investigate the performance of Algorithm 2.1 when
target vector evolves according to a slow process; at each
iteration we allow each of the targets to randomly
jump to a new location with probability . The overall utility
(25) is shown in Fig. 4 for various , and the proportion of time
spent by sensors in nonequilibrium states is shown in Fig. 5. We
also show the effect of the second part of Algorithm 3.1 (solid
line), which enhances performance by periodically resetting the
regret parameters. We chose in (2).

As shown, utility decreases with as targets become more
mobile, since sensors require time to adapt to the constantly
changing conditions, and hence may lose track of fast-moving
targets. This is also shown by the time sensors spend out of
equilibrium while adapting, which is a measure of the time
taken to adapt to target changes. As predicted, the algorithm
performs well for slowly moving targets, but performance
degrades for faster targets. This is typical of stochastic approx-
imation algorithm since dynamics are not accounted for.

To show the benefit of the game theoretic approach, we also
compare sensor activation according to Algorithm 2.1 with a
simple greedy scheme, in which sensors activate deterministi-
cally if their average utility for activating in previous periods
was positive. Table II compares performance in terms of the
global utility per Joule of energy spent for three scenarios: First,
with a single, slow-moving target with , then for a
faster target with , and finally for ten targets, each with

. Table II shows that the regret-based scheme out-
performs the simple greedy scheme in all cases. The key to this
result is the randomization of actions in Algorithm 2.1, which
allows sensors to properly coordinate actions, and is critical to
the convergence properties the scheme.

B. Parameter Selection and Network Lifetime

A key factor dictating sensor behavior is the weight of the
tradeoff between a sensor’s reward and the energy cost for acti-
vation. Parameter in (3) fulfills this role, and one may think
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TABLE I
SIMULATION PARAMETERS

TABLE II
REGRET-BASED APPROACH OUTPERFORMS A SIMPLE GREEDY SCHEME.
PERFORMANCE IS SHOWN FOR OPTIMAL STEP SIZE � AND IS DEFINED

AS THE AVERAGE END-USER UTILITY PER JOULE OF ENERGY

SPENT IN AN ITERATION, PER TARGET

Fig. 6. End user utility and energy increase as the incentive parameter for ac-
tivating, � , is increased. Overall performance is only degraded slightly when
sensors estimate contention levels via Algorithm 2.2.

of it as a price paid to a sensor per unit of information deliv-
ered. Naturally, increasing provides a greater incentive for
sensors to activate, even when their signal is weak, thereby in-
creasing both the amount of energy consumed and the informa-
tion provided. However, since the user’s utility is concave, there
is a diminishing return for setting too high, which suggests
a tradeoff between performance and energy expended exists.
We illustrate this in Fig. 6, which shows the effect of varying
the sensors’ utility (pricing) parameter on both the end-user
utility and energy consumed in the network.

Another factor influencing sensor behavior is the accuracy
of their awareness of nearby sensor activity. In particular, one
may ask whether Algorithm 2.2, which delivers a maximum
likelihood estimate of sensor activity, is effective. To address
this, Fig. 6 shows sensor network behavior with the estimate
provided by Algorithm 2.2, as well as the theoretical optimal
performance if the true number of active sensors were known.
As shown, the degradation due to estimation is small; the
general effect of using Algorithm 2.2 is that marginally fewer

Fig. 7. Normalized network lifetime for Markovian moving target for different
pricing values � in (2).

sensors are active on average (which actually reduces energy
consumption).

1) Network Lifetime: We present results on how the game
theoretic sensor activation algorithm affects the network life-
time defined in (14) when tracking a moving target. Twenty
sensors were placed randomly with uniform distribution in a
square region of 10 meters 10 m. A single moving target was
simulated according to a Markov chain over the 10 10 grid
with probability of 0.975 of remaining in the same position,
and remaining equal probability of moving to one of the neigh-
boring cells. Algorithm 2.1 was run for 2000 iterations and the
maximum sensor usage recorded. This maximum sensor usage
was then averaged over 1000 independent simulation runs, thus
yielding an estimate for [see (14)] for each
value of pricing parameter in (2). Recall from (14) that the
network lifetime is proportional to . Fig. 7
plots this normalized network lifetime versus . As expected,
choosing larger results in more conservative sensor usage and
therefore longer lifetime. Note that the nonlinear variation of
lifetime versus in Fig. 7 is due to complex interaction amongst
the sensors when deploying the game theoretic learning Algo-
rithm 2.1. In more naive/heuristic algorithms, one would expect
the lifetime to typically increase linearly with .

2) Network Density and Coverage Holes: sensors were
placed with uniform distribution within a square of 10 me-
ters 10 meters. The rest of the setup is identical to the network
lifetime simulation above with single moving target. Fig. 8(a)
plots the average number of activated sensors versus total
number of sensors for different values of . Note that the
density of sensors in a fixed area increases with . The proba-
bility of a sensor being close to a target increases with sensor
network density, thereby reducing the number of active sensors
since the value of information is assumed to be increase for
closer sensors. Also with increasing in (2), sensors become
more conservative in their activation as expected.

We define a coverage hole event as the event when no sensor is
active while the target is present. Fig. 8(b) plots the average du-
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Fig. 8. Number of activated sensors and coverage holes duration versus net-
work density.

ration time of coverage hole events divided by the total amount
of time Algorithm 2.1 is run. As expected, with increasing net-
work density ( ), the coverage hole duration decreases. Interest-
ingly, for 1, 2, the proportion of coverage holes decreases
but do not go to zero as the network density increases. This is
due to the complex interaction between sensors: for large net-
work density, communication costs (congestion) increase and
for large (activation cost), sensors no longer find it worth-
while to activate themselves. For smaller , the coverage hole
duration goes to zero with increasing network density.

V. CONCLUSION

Energy efficient design for unattended ground sensor net-
works (UGSN) requires increasing the autonomy and intelli-
gence of sensor nodes. This is critical to reducing costly commu-
nication overhead associated with coordinating sensor nodes,
but this must be done carefully, as it is complicated for a large
number of nodes to adapt simultaneously. To address this, we
have presented a computationally efficient adaptive filtering al-
gorithm for effective node activation without costly overhead,
and demonstrated the usefulness of tools used such as correlated
equilibria of noncooperative games and stochastic approxima-
tion. Some of the critical issues considered are a mechanism
for sensor awareness, and the tracking capabilities of the re-
gret-based algorithm for sensor deployment. Finally, we have

implemented similar correlated equilibrium learning algorithms
for dynamic spectrum access in cognitive radio systems [27].

APPENDIX

UGSN ARCHITECTURE AND ZIGBEE MODEL

To maximize energy efficiency in a UGSN, it is important to
understand the constraints imposed by sensor technology and
the ZigBee protocol. In this Appendix, we discuss the physical
sensor characteristics, radio environment, energy resources, and
capabilities and requirements of various sensor components.

Sensor Network Model and Architecture: We consider a
network of energy constrained sensor nodes labeled by

, deployed randomly in a plane. Nodes are capable of
short-range wireless communication, and are equipped with vi-
bration (e.g., acoustic) or electromagnetic (e.g., visual) sensor
components. They collect and process target readings, make
local decisions for activation control, and transmit data using
the ZigBee/IEEE 802.15.4 protocol.

A ZigBee network consists of full function (FFDs) and
reduced function devices (RFDs) (see [28] for an overview).
FFDs communicate and route data to an end user in a multihop
fashion, and coordinate and receive data from RFDs. RFDs
only send data to nearby “master” FFDs. The resulting network
is a cluster tree, with RFDs arranged in a star topology around
a web of FFDs. FFDs manage the complex energy-intensive
tasks of coordinating RFDs and routing data, allowing the latter
to conserve energy.

Sensor nodes in the UGSN are assumed to be RFDs, which
only transmit information and do not have any receiving
capability beyond the rudimentary ability to sense when the
channel is in use, and to detect acknowledgments, as described
in the communication model below. This unidirectional com-
munication feature greatly simplifies UGSN operation, and
increases the lifetime of sensor nodes. FFDs are hubs, which
receive, process and forward sensor data to an end user. FFD
functionality is assumed fixed, and we concern ourselves only
with sensor node (RFD) behavior; route optimization, topology
control, and optimal transmission among hubs are beyond our
scope. Each hub specifies a locally unique channel for data
reception, and a node is said to belong to Cluster if it transmits
on this channel.

Below we provide nominal specifications for various sensor
node functions, including their power requirements and time
scales. Exact power specifications are given in Table IV, in-
cluding the Crossbow, Inc. MICA mote, and [1].

Sensing Components: Each sensor node is equipped with
passive detectors, which indicate the direction and intensity of
signals emanating from a target (e.g., footfalls, motor vibra-
tions), subject to measurement noise. An active sensor node may
take measurements at rates of 200 kHz, potentially generating a
large amount of data for transmission. The power requirement
for target sensing is taken to be 10 mW, including sampling, am-
plifying and A/D conversion.

Processor: A dedicated processor handles sensor data,
node activation and transmission control. If raw sensor mea-
surements are taken at 200 kHz, and batches of measurements
of size 100 are processed and encoded for transmission, then
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TABLE III
IEEE 802.15.4 STANDARD VALUES

TABLE IV
POWER CONSUMPTION AND WARM-UP TIMES FOR

VARIOUS SENSOR COMPONENTS

sensor information would be produced at a rate of 2 kHz.
Activation control decisions must also be made to conserve
battery power, at a relatively slow rate (e.g., 20 Hz) compared
to sensing tasks. To achieve this, a typical processor consumes
approximately 24 mW, as in the MICAz mote.

RF Transceiver: When active, the RF Transmitter con-
sumes up to 31 mW of power, while the receiver consumes
35 mW. In our application, the transceiver uses the ZigBee/
IEEE 802.15.4 protocol. We describe the medium access con-
trol layer for this protocol below.

Power Supply: In [1], Lithium battery technology is spec-
ified to contain approximately 340 WH of power per 1000 cm .
Assuming an 8 cm battery pack, this yields 2.72 WH of power.
A completely active sensor node thus consumes up to 67 mW,
while a sleeping node consumes as little as 1% of this. This
translates into roughly 41 hours of active operation, or 169 days
of standby operation.

ZigBee/IEEE 802.15.4 Communication Model: The
ZigBee/IEEE 802.15.4 standard is currently a leading choice
for low-power communication in wireless sensor networks.
It employs a CSMA/CA scheme for multiple access data
transmission, and is used in sensor nodes such as the MICAz
mote. Two versions of the CSMA/CA scheme are specified,
depending on whether the network is beacon-enabled or not.
We focus on the non-beacon-enabled (unslotted CSMA/CA)
mode, which is more energy efficient since the sensor node
receivers do not need to switch on periodically to synchronize
to the beacon [29]. The scheme is described below, with default
parameters as in Table III.

Algorithm A.1: Unslotted CSMA/CA: Divide time into
0.32 ms units (the minimum time needed to detect an idle

channel and prepare to transmit, see [28]). A sensor node with
data to send executes the following steps:

1) Initialize the number of backoffs performed ,
the contention window size , and the backoff
exponent .

2) Wait time units, where is drawn from a discrete
uniform distribution on .

3) Perform a clear channel assessment (CCA) by listening
to the channel.

a) If the channel is idle, transmit if . Otherwise,
decrement and return to Step 2).

b) If the channel is busy, increment and to a
maximum of , and reset .

i) If , return to Step 2).
ii) If , report a channel access

failure, and discards the packet.

Despite the backoff algorithm, there may still be channel col-
lisions. For this reason, transmissions are acknowledged by the
receiver. If a packet is not acknowledged within the required
period, , up to three retransmissions will be attempted in
subsequent frames.

The following model, due to [29] is used to analyze the per-
formance of Algorithm A.1. Let be the probability that a node
is transmitting at a given time. Assuming uniform transmissions,
this may be taken as , where represents the number
of transmissions per second, and is the
packet transmission time. ( is the payload size in bytes, and

are as in Table III.) Let denote the number of active sensor
nodes in a cluster. The probability that the channel is clear in
Step 3) is

(22)

The probability of successful transmission, and the average
number of backoffs follow as

(23)

where is as in Table III. The last term in was
not included in [29], but is critical in our study since is
nonnegligible.

Define and to be the active transmitter and re-
ceiver power requirements, as in Table IV (we use the Chipcon
CC2420 transceiver chipset). Taken together with Table III, the
average energy required per transmission attempt is:

(24)

Functions and are plotted for several values of
in Figs. 1 and 2.
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Model for Sensor Activation Reward: Here we specify the
expected reward function in (2). Assuming that infor-
mation increases with total signal strength, consider the well-
known concave utility case for global (end-user) utility:

(25)

where reflects the concavity of information and informa-
tion value with signal strength, and is the signal reading
due to target received by sensor . If we assume that one
target dominates the reading at any given sensor, we may write

, and can approximate its marginal contri-
bution for activating as

(26)

where is a pricing parameter, and is the mean target
signal intensity observed by other nearby sensors, which can be
calculated from the average sensor density and target charac-
teristics. To simplify matters, we have imposed here that each
sensor assumes it is monitoring the most poorly observed target

, thus believing its contribution to is positive when it
may in fact be zero. This avoids costly coordination of sensors
monitoring targets in different regions, in keeping with our de-
centralized approach.
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